B @ Ss=ae NETWORK 1275 Danner Dr  Tel:330-562-7070
TECHNOLOGIES Aurora, OH 44202 Fax:330-562-1999
85 S8 E E INCORPORATED www.networktechinc.com

EEE

Creation of Custom x509 Certificates for ENVIROMUX Series Products

The ENVIROMUX family of products is designed to be configurable with security to limit access to their web interface controls.
The ENVIROMUX includes a default x.509 certificate. However, this procedure will help you create your own custom x.509
certificate to use with this feature. This procedure was created using CentOS and OpenSSL.

Note: Do not disable access to the ENVIROMUX web interface using http before you verify
that the https client authentication works properly (see last page).

.  Using Self-Signed Certificates for ENVIROMUX Series Products

We can use self-signed certificates to access ENVIROMUX products with HTTPS with a self-signed root certificate
authority. In this procedure, our root certificate authority needs to be explicitly added to every PC as trusted authority,
to access the product page.

1. Creating a Self-Signed Certificate Authority using OpenSSL

An example SSL configuration file to use can be found here: http://www.networktechinc.com/download/openssl.cnf
When using this document, make a copy of the current default openssl configuration file and replace it with the file above.

a. Creating the Certificate Management Files and Directories

The following directories are made for organizing the files being used and generated. These directories are also used for
other procedures in the document.

1. Create directory “ntiCA” in /usr/local/ssl for ntiCA certificate management and change to that directory. If you prefer,
this directory name can be set to any other name like MyCompanyCA. Make sure the openssl . cnf file is edited to
match the changes to the folder name. The openssl .cnf file can usually be found in /usr/local/openssl/openssl.cnf on
local installations of OpenSSL.

# mkdir Zusr/local/ssl/ntiCA
# cd Zusr/local/ssl/ntiCA

Create the following directories in the ntiCA directory: (The number sign (#) is the command prompt, not part of the
command.)

# mkdir CA

# mkdir server

mkdir server/certificates
mkdir server/requests
mkdir server/keys

mkdir user

mkdir user/certificates
mkdir user/requests

mkdir user/keys
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Perform the following commands in the ntiCA directory:
# cd /usr/local/ssl/ntiCA
# touch index.txt
# echo “01” > serial

b. Creating the CA Key and Certificate



The general process for creating a certificate includes:

1. Creating a private CA key
2. Creating a certificate request
3. Creating and signing a certificate from the certificate request

1. Create the private CA key:

# cd Zusr/local/ssl/ntiCA

# openssl genrsa -out ./CA/ntiCA_key 2048
Generating RSA private key, 2048 bit long modulus
_____ +++++

______ ++++++
e is 65537 (0x10001)

2. Create the CA certificate signing request:
# openssl req -sha512 -new -key ./CA/ntiCA.key -out ./CA/ntiCA.csr

You are about to be asked to enter information that will be incorporated into your certificate
request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value, (indicated by the characters "[ 1')
ITf you enter ".", the field will be left blank.

Country Name (2 letter code) [US]:US

State or Province Name (full name) [OH]:OH

Locality Name (eg, city) []:

Organization Name (eg, company) [NTI]:NTI

Organizational Unit Name (eg, section) []:

Common Name (eg, YOUR name) [NTI CA]:NTI CA

Email Address [sales@ntigo.com]:sales@ntigo.com

Please enter the following “extra® attributes
to be sent with your certificate request

3. Self-sign the CA certificate:

# openssl x509 -req -sha512 -days 3650 -in ./CA/ntiCA.csr -out ./CA/ntiCA.crt
-signkey ./CA/ntiCA_key

Signature ok

subject=C = US, ST = OH, O = NTIl, CN = NTI CA, emailAddress = sales@ntigo.com

Getting Private key

c. Verifying the CA certificate contents

At this point we have our self-signed CA certificate and our CA key, which will be used to sign the ENVIROMUX
certificates that we create. To verify the certificate contents, use the following command:

# openssl x509 -in ./CA/ntiCA.crt -text
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The output should look similar to this:

Certificate:
Data:
Version: 1 (0x0)
Serial Number:
b2:ce:14:9d:bf:52:f5:1f

Signature Algorithm: sha512WithRSAEncryption
Issuer: C = US, ST = OH, O = NTI, CN = NTI CA, emailAddress = sales@ntigo.com

Validity

Not Before: Dec 4 20:00:24 2018 GMT

Not After : Dec 1 20:00:24 2028 GMT
Subject: C = US, ST = OH, O = NTI, CN = NTI CA, emailAddress = sales@ntigo.com
Subject Public Key Info:

Public Key Algorithm: rsaEncryption

Public-Key: (2048 bit)

Modullus:
00:b0:43:2b:de:93:7b:ac:1f:24:96:9d:e€9:98:26:
44:bc:cb:7e:04:ec:c2:64:da:60:59:al:c8:b7:42:
52:04:b7:b2:91:b1:10:db:ea:04:25:52:14:8b:52:
a4:7f:5a:fc:08:65:¢c6:77:44:8b:48:27:71:68:00:
c2:09:a2:b4:4a:3d:19:3c:18:d0:69:24:e8:44:b8:
07:57:e1:57:2d:0e:9b:2F:3e:df:4c:71:00:45:bb:
ff:2d:a6:7f:11:2d:34:ca:f2:07:f5:79:f0:4F:9b:
d8:d3:ad:04:3b:3c:56:07:25:cl:be:fe:09:03:8a:
6e:4d:72:82:ad:67:22:2c:54:1b:d5:69:5b:2b:67:
1f:12:5:98:ef:a4:10:1d:56:83:13:ca:8d:d7:2f:
c5:0a:da:d5:3b:30:25:9a:2¢c:6F:8c:94:¢c1:69:35:
€2:38:9b:1b:37:53:FffF:d6:2d:3e:d9:1c:7a:03:b3:
71:a6:76:16:f4:eb:35:2a:12:86:6F:40:d9:cc:6e:
59:31:ef:94:11:cf:cc:52:9d:eb:8e:06:69:67:ee:
86:98:b0:54:11:61:71:aa:ae:19:2a:f3:77:ce:95:
2c:ab5:87:0d:10:16:b9:5e:88:c8:03:da:d9:6d:90:
3b:ca:4c:32:15:0c:ba:05:64:79:c7:4b:b0:7a:f5:
26:5d

Exponent: 65537 (0x10001)

Signature Algorithm: sha512WithRSAEncryption
91:d2:50:61:36:13:d9:b9:cb:39:5e:31:d6:2a:a8:e4:03:f0:
€0:65:4d:37:e0:60:cd:71:f5:5a:6d:7d:87:53:6e:2e:8b:3a:
f2:fb:73:fc:21:51:63:79:8a:2d:5d:a9:c2:a9:47:a1:b3:17:
9a:2e:5b:8a:7f:29:ab:08:cb:2f:52:70:26:2c:76:2d:2d:07:
81:cc:84:6F:59:db:f3:be:fe:77:dc:67:6b:5d:Tf:b3:17:24:
bd:¥3:c0:cc:83:10:d0:17:67:2d:e5:5b:4b:59:aa:80:fb:ec:
53:ed:e4:c5:0d:a1:0d:13:b3:0b:ee:a4:c2:f0:d2:a0:29:ef:
11:f5:6a:29:8b:46:ed:1a:64:2b:93:02:af:0d:7f:83:28:2c:
a2:11:2e:e6:fc:af:61:d2:df:eb:e2:c0:e2:46:6e:ef:51:6e:
el:db:4f:d4:24:2b:6d:63:21:d0:3c:f2:02:6e:d0:63:10:bf:
1c:9c:bf:31:¢c8:74:cd:88:51:7b:cc:a6:8d:6d:cl:fb:5c:63:
8a:dc:74:de:5F:04:d2:2d:b0:5b:c7:65:06:37:c0:42:8d:87:
22:2e:2d:59:dc:89:6c:e4:32:fe:2f:88:da:42:50:6e:67:3e:
6C:7c-86:9b:F4:20:60:6b-26:c2:cd:0b:97:d8:el1:¥f5:F9:cl:
4c:32:6c:ab

MI1DLJCCAhYCCQCyzhSdv1L1HzANBgkghkiGOwOBAQOFADBZMQswCQYDVQQGEWJIV
UzELMAKGA1UECBMCTOgXDDAKBgNVBAOTAOS5USTEPMAOGATIUEAXMGT IRJ I ENBMR4w
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HAYJKoZ 1hveNAQkBFg9zYWx 1cOBudGInby5 jb20wHhcNMTgxMjAOMjAwWMD 1 OWheN
Mj gxMjAxMjAwMD I OWj BZMQswCQYDVQQGEwWJIVUzELMAKGALUECBMCTOgXDDAKBgNV
BAOTAO5USTEPMAOGALUEAXMGT IRJ 1ENBMR4WHAY JKoZ IhveNAQkBFg9zYWx1cOBu
dGInby5jb20wggE iMAOGCSQGS 1b3DQEBAQUAA4 1 BDWAWgQEKAO I BAQCWQyvek3us
HySWnemYJkS8y34E7MJIk2mBZoci3Q1 1Et7KRsRDb6gQIUhSLUgR/WvwlZcZ3R1tl
J3FoAMI1JorRKPTk8+NBpJOhEUAdX4VctDpsvPtOMcQBFu/8tpn8RLTTK8gflefBP
mOjTrQQ7PFYHJIcG+/gkDim5NcoKtzZy I1sVBvVaVsrZx8S9ZjvpBAdVoMTyo3XL8UK
2tU7MCWaLG+MIMFpNe 14mxs3U//WLT7ZHHoDs3Gmdhb06zUq80ZvQNnMb I kx75QR
z8xSneuOBmIn70aYsFQRYXGqrhkq83fOISylhwOQFrleiMgD2tltkDvKTDIVDLOF
ZHNHS7B69SZdAgMBAAEWDQYJKoZ IhveNAQENBQADgQEBAJ/ SUGE289m5yz leMdY(q
qOQD8OBITTFgYMIXxOVptFYdTbi6LOVL7c/whUWNSi 1 1dqcKpR6GzF50uW4p/Kasl
yy9ScCYsdi0tB4HMhG9Z2/0+/nfcz2td/7MXIL3zwMyDENAXZy3IWOtZqoD77FPt
5MUNoQOTswvupMLWOgAp7xHlaimLRuOaZCuTAq8NFAMOLKIRLUb8r2HS3+viw0JG
bu9RbuHbTOQkK21 j 1dA88gJu0GMQvxycvzHIdM2 IlUXvMpoltwftcY4rcdNSFBNIt
sFvHZQY3wEKNhy luLVnciWzkMv4viNpCUG5nPmx8hpvO0 1GBrJsLNC5FY4FX5wUwy
bKs=

2. Creating a CA-Signed ENVIROMUX server Certificate (This will need to be done for each ENVIROMUX device.)

The procedure for creating a CA-Signed web server certificate is similar to that for creating the CA certificate except that
the device certificate will be signed using the CA key rather than self-signing with a server-specific key.

a. Create the web server private key using a fully qualified DNS name (or IP address).
# cd /usr/local/ssl/ntiCA
# openssl genrsa -out ./server/keys/your_device_fqdn_or_ipaddress.key 2048
Generating RSA private key, 2048 bit long modulus

_______ ++++++

R
e is 65537 (0x10001)

b. Create the web server certificate signing request using the same fully qualified DNS name (or IP address) you used for
the private key. It is vitally important that you set the Common Name value to the fully qualified DNS name of your web
server because that's the value that a browser client will verify when it receives the web server's certificate.

# openssl req -sha512 -new -key ./server/keys/your_device_fqdn_or_ipaddress.key -
out ./server/requests/your_device_fgdn_or_ipaddress.csr

You are about to be asked to enter information that will be incorporated into your
certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few Fields but you can leave some blank
For some fields there will be a default value, (indicated by the characters "[ 1')
ITf you enter "_", the field will be left blank.

Country Name [US]:US

State or Province Name [OH]:OH

Locality Name []:Aurora

Organization Name [NTI]:NTI

Organizational Unit Name []:

Common Name [NTI CA]:192.168.3.144

Email Address [sales@ntigo.com]:your_name@example.com

Please enter the following "extra® attributes
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to be sent with your certificate request

c. Create a file defining the Subject Alternative Name. This extension file extensions.ext can be made with any text
editor, and should be added to the /usr/local/ssl/ntiCA directory. This needs to be defined to know for what domains or IP
addresses the certificate will be valid. Add the following lines to the extensions.ext file:

basicConstraints=CA:FALSE
subjectAltName=IP:<ip_address>

Replace “<ip_address>" with the IP address you plan to use to access the device. Other options are available for
specifying this. Below is an example using a DNS:

subjectAltName = DNS:server.example.com
d. Sign the web server certificate with the CA key:

# openssl x509 -req —in server/requests/your_device_fqdn_or_ipaddress.csr -CA
CA/ntiCA.crt -CAkey CA/ntiCA._key —CAcreateserial -out your_device_fgdn_or_ipaddress.pem -
days 1024 -extfile extensions.ext

Signature ok

subject=C = US, ST = OH, L = Aurora, O = NTI, CN = 192.168.3.144, emailAddress =
sales@ntigo.com

Getting CA Private Key
To verify the web server certificate contents, use the following command:

# openssl x509 -in your_device_fqdn_or_ipaddress.pem -text
Key values to look for are:

Subject CN=192.168.3.144
Issuer CN=NTI1 CA

Uploading a Self-Signed Certificate Authority to a ENVIROMUX Device

You should import the “ntiCA.crt” file located in the /usr/local/ssl/ntiCA/CA directory that is generated using this procedure into
the ENVIROMUX. To import this file into the ENVIROMUX, you must log into its web interface.

On the ENVIROMUX Web Interface menu Under “Administration” select “Network”. In X509 certificates, select “Choose File”,
select the CA certificate file ntiCA.crt, and click "Upload CA certificate”.

Uploading Server Certificate to a ENVIROMUX Device
The NTI ENVIROMUX web server expects the certificate and key as a single file in "PEM" format.

Use the following command to combine certificate and key file to a single file with extension “pem”.

cat ./server/keys/your_device_fqgdn_or_ipaddress.key your_device_fqdn_or_ipaddress.pem >
server.pem

On the ENVIROMUX Web Interface menu Under “Administration” select “Network”. In X509 certificates, select “Choose File”,
select the server certificate and key file, and click “Upload Server certificate and key".

The following is an example of what the server . pem file should look like:



————— BEGIN RSA PRIVATE KEY--—---
MIIEOwWIBAAKCAQEAXKMPFTviWbIymsP2Pos /+NIDQvMoIU4xvZFEZBU0r c+urRKf1D
y2VeFKIMufp2 IXMTXSHXCO]yZgVVEHIjb1VORUGWRZ2 /6VGShYDgFa8dptCayi2s
YRUaG5TObwszCcCHMTESQxk,/1ren59r tckypygz? /vdcNAhgcoLoIHROIFTLWONMF
MTT1kWLlCNXTSET,/ /55 TYofba7qcklHpSRTPAWOHWajnoyH9T /I,/InFdtI1Ju3IgN
anQG%pqdoi/JBNUEZCNKrSLJutBtTAmLQstU1mwg4MvcxpWURATNOWnnGAthl
TE94QVISowZ+bycidujesmdr3Gugdie,/ 97 sdeqQIDAQABADIBAEHY ] e/ xDvTwnM3k
bBgRZsRetwl3VNASNBTQO1KERITavESL JOPK,/FKOVIIQAUSKGTOtFeI655Kr+EZ8
iBn2Ea¥r4szaJAquan?szQ1bcm/ji5wd/1DGmGFmtszmjﬁchE+y55ig fgx
woxKL412113jDsy7qeG2ha7Q7 2dzvt 1EFREAZVEdQSL JPCrnZ X2QBZ GXCMUS /o9
Tww 1 XzpkUcelIDG27WgpSFarD5zwougBgskIGNxe6d4 3pBGFIYLoz4+00DyFiaete
ﬁquhQUThgrquAva?Mt1SiCSdPthgQEAZl/tCTSyEQZKyaNHEtXhG5jﬁ0v1Pi
+ichuocgYEASEJXHAxchzDstU1nBDlnYrB?CSac?DEG400251fBL9arueﬁzcu
cPuyy8goFFKtmbxd11dZtxmQuw+VvMwxZ 8 jBsHB1vexqgkiygTyldde /ThEvddccu
NF1ouUWU92BRWLY zf 3y6ahrR2bLFUCErNgs cdPCSTQUYKKP TwiC jZUNSCQYEAZrUK
WBU3dOpFES IYttXxv1BHSLV ] BN7wsACOZRC9gkevEPACjMMSCzIpgiAGIpwM1Za0h
AfUlZACtkaw?gdBXb?HOJkaH4FN+YOQSxEWuE/XetZﬂrV4VOEPJbZZHHDG?CUb
JvaycDMEUUGQSLPXTUD SRWUWNMACEFdVIgKT14TSCgYEALLUO3V/ZbhaNRVHLCA7ZD
wk0Cnzj9hcsrzgkfiozmzzxTerddLd7yNr 20TV LGY Tyo9F9GICEC 38X fwPnlyH
pZbORUUIBLUTOQIk92bwKS6IPKFGSCCZNoccngCey SKUNUDAC TG WOF087 3KuBal
HG7Yal1l1ZTSchs,/ nvBlEBUMCgyAXddAUpL ebb] Yimw5VHZRHE VS TES1 59QUeHKL
wbhhwysmT /tgBsdIiupcTkr vs1G8dILxQ+E4wWFynr Twol SIwhuL ebE SXTpHDOHGYCF
QChc?UiSlIzka]kﬁqVVDPerhxkr34TSdRORKp+ySSB+iaNRDpJBIcfmcbbTLPI
CVNuUVQKBgCps6uxd XJMdEwgeutqQ?QOQ80g+vtMWHquEXVWQGth+'CKTRmUZBW
S7MgNuljPctusLig+exnuGETxy46r 1Ck7nags 1DrozGiPpix2BZF SahuoCwCk Twe
ILWFAANRWAVGCUSTESZEIOSDAT /4ogbz65Ry2ZpxXYzndjpafagsc

————— END RSA PRIVATE KEY-----

————— BEGIN CERTIFICATE-----
MIID4TCCASMgAWIBAGQIIJAIM]atDg7 g/ aMADGCSGGSIb3DQEBCWUAMIGCMQSWCQYD
VQQGEWIVUZELMAKGALIUECBMC TOgXDZANBGNVBACTEKFLcmIyYTERMEBGALUECHMY
Tmv0d29yayBUZWNobm9sb2dpZxMgSwWs jMROWE gYDVQQLEwt Fbmdpbmv1cm] uz zEP
MADGALUEAXMGT TRITENBMSUWIWYJKOZIhveNaQkBFhZ gdxnOawduzmvycm]Abnrp
Z2BuUY29tMBAXDTEAMTIWMZEAMZkZN 1 oXDTIXMDkyM JE4AMZKZN T owgaIxCZAIEgNY
BAYTATVTMQSWCQYDVQQIEWIPSDEPMADGAL UEBXMGQXVYD 3 ThMSEWHWYDVQQKE Xho
ZXRBbBJrIFR1Y2hub2quZ11cyBJmexFDASBENVBASTCOVu221uzwvyaWSHMRUw
EwYDVOQDEwWwWXOTIUMTY4L JMUNZExITAjBgkghki GO9w0BCQEWFmMmplc3Rphi SmZX Ty
auBudG1nby3jb20wggE iMAOGC SqGSIb3DQEEAQUAAL TEDWAWGYEKADIBAQDEqakY
+9Z5NKZI/Y+12,/40gNC+aghTiG,/ YUFKGT StZz65ER,/ UPLZVAUQUY 5+nY 1 cXPFIdcI
6P IMBVUQT 2NVVUSFTPZHPD,/ pUbmFgoovrx2ZmOL1gnZL IFRr pIJPRVBIKIICXETPDG
T/wtﬁfnzulXRinKDPvgleOCGByguggngkVMquOwUxoBWRbVWldNIFP/QLmNNg
59trupyTUelIFM91Y¥4fBqoejIT2387 Bmcv20km? cha2qcDObe1B21LBNC260YI0G
TIsmE0GLIMCYTCWmMNSWhCDgy9zG1ZREBMOSaecYCGS5TW3r 3hBUjyBNSVIYIL1SMZK
Z2VCZRDTLF /3ux15AgMBAAG JHACMAKGAL UEWQCMAAWDWYDVRORBAQWBOCEWKGD
RzANBgkghk1GIw0BAQS FAAOCAQEAFMEWKCWAULARIKCBtMAbISGMAT VEC+69CCO
Gki1ZAWBEYTibc265uH7LZ+,/ ZBBrdf 1XWIB 5XC2B2GCZCXPYIWL CHf Zpxbfacy EZ
bs20HzvC TG uvwmHr 51bjmgQZ zUQVH5vMZ PBCt 7 HboZ bht cOKWERFIWSCZSulghnn
tfxBEFiQGaR?WNTuEkQB4LJ39hSNBYt+gPXOCDQSKBtanluASfxOE/EQBULQ?bA
FzosbstNC7 INpQtKO0ZUOTWOIHANN+gZ Ib314X0K5BReUTCLh Kyex36Px4hfIrh
rféda7kpfkc0g3x6B1EIzR,/Cmazfmutd /AKKpVFT25YKE7 BjMa==

————— END CERTIFICATE-----

5. Accepting a Self-Signed Certificate Authority as Trustworthy
How to add a Self-Signed Certificate Authority as a Trusted Root Certification Authority on Windows

The browsers must recognize and trust the Certificate Authority created. The following are directions for trusting the
newly created CA.

. Open “Internet Options” in Control Panel

. Navigate to the “Content” tab.

. Select the “Certificates” button.

. Go to the “Trusted Root Certification Authorities” tab

. Press “Import”

. Navigate through the prompt. The only option that will need to be modified is selecting the certificate to trust.
. Restart the preferred browser.
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How to add a Self-Signed Certificate Authority as a Trusted Root Certification Authority on Mozilla Firefox

Mozilla Firefox does not use Window’s Certificate Authorities. For the Firefox browser to recognize your CA, do the
following:

1. Open the Mozilla Firefox browser.

2. Type “about:preferences#privacy” in the URL field of the browser.

3. Under “Security” in the “Certificates” section, press the “View Certificates” button.
4. Navigate to the “Authorities” tab.

5. Select “Import”

6. Find your self-made CA and press “Open”



7. Select “Trust this CA to identify websites” and click “OK”.
8. Restart the Firefox browser.

Note that some of these directions may be slightly different for older versions of Firefox.

II.  Using External CA Signed Certificates for ENVIROMUX Series Products

1. Creating a certificate signing request for External Certificate Authority
A Certificate Signing Request must be provided to an external Certificate Authority like DigiCert, Verisign, or Comodo.

The Certificate Signing Request should be made using the following command:
# mkdir thirdparty
# mkdir thirdparty/certificates
# mkdir thirdparty/keys
# openssl genrsa -out ./thirdparty/keys/server.key 2048

# openssl req -sha512 -new -key ./thirdparty/keys/server.key -out
./thirdparty/certificates/server.csr

Below is an example of a valid certificate signing request:

————— BEGIN CERTIFICATE REQUEST-----
MIIDGZCCAGMCAQAWGaWXCZAIBGNVEBAYTATVTMOQSWCOYDVQQIEWIPSDEPMAOGALUE
BxMGQXVyb 3 IhMSEwWHWYDVQQKEXhOZXR3b31rIFR1Y2Zhub2xvz211 cyBI1bmMXFDAS
BQNVBAS TCOVUZ 2 TUZWVyaw S nMREWHQYDVQQDEXZ 3d3cubmvod2 9ya3r1yZhpbmMu
Y29tMSUWIwWYJKoZIhveNagkBFhZgdxXNOawd uzmvycmlAbnRpZ28uy29tMIIBIjAN
Bgkghk1GOw0BAQEFAAOCAQBAMIIBCOKCAQEAZCIBUGEDILANNY JOUTMZEO2qZTHr
C?OULBK&OZZ}I‘EX nk3ekr 1GWSTCiV3hP4ZY+ATxuYOP SpzZWWnIGXzBHgwOXybIgM
/IrariEzrh8jw+kKUC jcBhP1DQXES7ERXIMDONYTVEAIXF 5Ya8RWIMXIsrd4vTic
ecmBZqulHN4rmY4Uj4EN?f5DrT2q?pc1PKvFﬁFaFdesi?GXAqusffXSmfhPﬁw
yb5gAPPX7 8f6wTvk /MeasuDvDC 5DH 10OLB7MTYKMLhc+1tLIOXUSKUONIYCczuC /g0
DAuk+khgkH5gau9tE31CThEI60kHSWNREP 9eHSHTOO0U 9X T uoywmpL 6By QI DAQAER
oCkwIwyJKoZIhvcNAQKOMROWGDAIEGNVHRMEA ] AAMAS GALUMDWQEAWIF4DANBgKQ
hk1Go9wWDBAQOF AAOCAQEAQQZESLIPHSBrPIDWCLE /9+4hTCcgTyIXBEbEGAT TmVLMNZF
JcyC7 /78np+jGbhsmbMOPgh6DIpcTUIgSSDIWZPO1ILGO+SiKN3LMET SCGCZT
cfFevFtPyCP5GkNvgfzf TApKES 40t IgM,/ gvyByQzD1CFLA4FIGhRr YXpbbGpoBp]/
CQSlFZTSXjuS/ﬁbem/OEGszEHEUSBPAFMtVﬁSHaOgEithIBWUﬁ?OeojWBdnTb
JaQpAIF30rThQ/iKgxXzYb4L 9bowExyvP,/D1dox7vG9egbidwljjThuossxFb7qll
ODh+Cc7uALDSPhLauggThiB8alIgt TIuiPI1BlUZtZcg=—=

————— END CERTIFICATE REQUEST---—-

Upload your CSR to your Certificate Authority to get the certificate.

2. Uploading Server Certificate to a ENVIROMUX Device

The NTI ENVIROMUX device expects the certificate and key as a single file in "PEM" format.

The server certificate file with extension “pem” should be received by your external CA after submitting a certificate request.
Get your server certificate in a .pem or .cer format. Copy your server certificate into another file and add the device key as
shown below.



————— BEGIN RSA PRIVATE KEY-----
MITEOWIBAAKCAQEAYQlpnlRkr3rdwlC1i0ojyrFw2+bxgvewrotMyGfIRZaZklLo5]
1whyb/uFcx2unc/H5X7wDa3gawr 611k /dvfBxX16gpHi crwR+WFATRS /D7 Z+B/ew
iam5vgDMTwSmvAMNNaOsZ 3gs0nSEFgiZMewk imayyyfHjHVZkpwS1HekwWr aa8dv]
dunahzeTTcDghxhT2p2hskKxARESm4 DOV v2aECKNRT XxXvDA,/2uggxfxJ1i185Cpak
gxiJzegPv+xRvp/JTpIlwlGPmuemlILGS951 FOvBWpUFM3XDRI0BGCUOT SeokEEA
1prgiRuchjh464ZBrbr810+FJPUAhEJ?XuwaDAQABAoIBABstQHNBEm?JotoS
Hkwgbb4rgonj36seesz1s51FFIKIbjorfasuyyqeihqp6iLgyv5omT+GQREgIOMAT
ka2xSBCS56uokxvMuwThde /6dwrqHoU1 IfKIrEQEB4EYXIPeTtNiZwllTipjoarOp
XTF5ITJmLGOYT7 Tu9k JVBSUIsmpxtn8xNulpos1lzy/Soy3p3BgTKWNI1NICNIXo
qILTNfIGvq7 ITRhJHF X4 AYKISZMNEAZTAWEr4B7 2Wx1fpINr01Tk0ezr Kn5UB+Ug
ENxONoNXAToTVIMCIM+ud CjvBuww3yTh7Mw515A59ze59eN5TicLLhSYFFIYYKai6
e2HgPEECGYEAY XY 94+ z2xy4 Bz 50gQEr gHCWF V7 WIWPBkUObIGKITCygPONSjqKSuD
pprtprd4gpvH8V7 BkrPASSdXrmm3UyvmrKSz89T0SQMNS 15 6HX+VTVSHVXMKWIWaE
BChTA2+YSHPTpFeaAYK,/ruxh,/3rrRbTFOpTTpiHpMYEWNOWYXT21g2HPCCQYEAZL+D
TOHVFNscOdcrlKE2VGEMLGDE112eUBp3/6+MraggdvgaaBgXuv 37 sWNSTYSAFVTV
EioI/CwDCB4uIIKdmbenw39uuZ0ZAGCeNXomd0osg97Wxs7GR7 6Ty C9irei BulHX2
ySpb5SLECB1PevTPO58GHY jghkmsr zgx /URX9ALKCgYEAYhZ c6YKa0bnpesvCMruUG
MTON2095506h1dBQmMWFC30Ws12x126valZ+oLMwvyD4d cgricvBi4QDXL++sIsirr
r3wlEwhcZmLcI5e00f /c3FqtBd2pgtaP7EXZMHITLI1UXE5P 5SPKSDM,/FMUTPI1ZN
UYMiyePXNKsNNOsUtTokolUCgYASRWHX,/iFhjB/FyKdRNORTE7HIr 5x,/XfvabDK35
8ZdgBIO1tK3IZGST /M7 98CTeEQWlhdQdBQE2 5hBvNgKIVTYPTECIDNFITWEYeCPHD
pQiY1PXU4gCovvo7 g981gDn2KNbYCWAWDpAWd L p4vK7 ALNEhXEW0 95 ada,/uTvDw ]
CXaVMQKBgFhIVBHDOCKY41KkMTYHVNP aXmIATW] EBMyVKkFWAT Z+edC+ojzyLul3de
TPkkEivxezo0c8x241dIBZKbWCLnV3TErvAzueMui5Ljyu0H4AEnzan1H4525+Rz
gWWEFZmT1gOR7f7HIUEPpONINIzhsAMKBAVQWP IVYEPYOPPOTGIR

————— END RSA PRIVATE KEY-----

————— BEGIN CERTIFICATE---—-—-
MIIDazCCATOgAWIBAGIIAMTbOHSkgNSPMADGCSGGSIh3DQEBCWUAMFKXCZATBGNY
BAYTATVIMQsWCQYDVQQIEwW]PSDEMMADGALUECHMDT1RIMQ8wWDQYDVQQDEWZOVEKG
QOExHjacBgkghkiGowOBCQEWD3INhbGYZQGS0awdvLmNvb TAeFWOXODEYMDQYyMDAL
MzhaFwOyMTAS5SMjMyMDAIMZhaMHE XCZAJBgNVBAYTATVTMQSWCQYDVQQIEWIPSDEP
MAQGALUEBxMGQXVyb 2 JhMQwwC gYDVQQKEWNOVEKXF JAUBgNVBAMTDTE SMi4xNjgu
Myd xNDQxHjacBgkghkiGOw0BCQEWD3INhbGYZQG50aWdvLMNVhTCCASTIWDY JKOZ I
hvcNAQEBBEQADGQEPADCCAQOCGQEBAMKNAZ SUZKOG6+MIQI YT IZKXVTIVMLEr+T1g6LT
MhngEWWmZCGOS CIWG,/7hXFOT113PX+V+8A2T4G5K+01ZIvIVX,/F9eokKR4nkK1kf1h
QIkbPw+8/gf3sImjob6gzEB0ZrwIpzWirGd4LDpOhBYIMTHS IIpiWwMsnxd X7 9pKV
udr3pFg2mvHVSXbpwIc3k03a4Icyu9qdobCsQEQeZua9L47 9ImhHMZOYs chwwP9ro
IMleYprquJKsYicaqg?/subEF4OESNcJRjSrnpiscereYhdL/qusTmsqodﬁ
PBEgritIfHgIBBAJaV]YIKbkHI44e0uGfK26,/1dPhSTOAIRCe17 NBCAWE AAAMeMBww
CQYDVROTBAIWADAPBQNVHREECDAGhWTAGAOQMADGCSOGSIb3DQEBCWUAAL IBAQE
CNATH/4DeYR70j13y0OmN9ajgrUSXbZETNALCr+3W+2YUal4 caldo/edTLwhTC1pH
E1HKrkFyjagSJEE32PT/Pr+ghb++,/2U94 jwigatgrcwiboy7ytIcZgEKYDEP VFUJ
fSlsangwmQMGADLuRrZNLLUQVCYTTpeeTGyC/ve5k3rqOYFAcQL5rKa9D?VgnEF
IWTULl 3uwvDxP7QzvkgjKuEIkwlg2DIMS3bw2e jA0CIHATBRCROXMS SZ7marqgeLz]
GLbT3587pCZMQIuZ1YU9DI /7 O0RENL xdyKQGA KNFOXMHkmuAaf qIF p+d8D+3XEVSW
h94zxQI77varHxLswk3e

On the ENVIROMUX Web Interface menu Under “Administration” select “Network”. In X509 certificates, select “Choose File”,
select the combined server certificate /key file, click "Upload Server certificate and key".

3. Uploading External CA Certificate to ENVIROMUX Device:

————— BEGIN CERTIFICATE-----
MIIDtJCCAp4CCQDY25IKACe+dDANBgkghkiGOwWOBAQOFADCBNDELMAKGALUEBHMC
VVMXCZAIBEGNVEAQTAK I IMQEWDQYDVQQHEWZEAXIvemEXITATBEgNVEAOTGE 5 1dHdv
cmsgvGYjaG5svbGOnawvzIE TuYZEUMBIGALUECXMLRWSNaW5 1ZX1pbmc XxDZANBGNY
BAMTBK 5USSBDQTE IMCMGCSQGSIb3DQE JARYWanvVZdG1uLmZ 1cnlpQG50awdvLmNy
bTAerOxODEyMDMxODElNDZaFwOxOTExMagxODElNDZaMIGcMstCQYDVQQGEWJV
UZELMAKGALUECBMCTOgXDZANBGNVBACTBRKFLemIyyTERMBEGALUEChMYTmVOd29y
ayBUZWNobm9sb2dpzZXMgSw5 jMRQWE gYDVQQLEwWEFbmdpbmv1cmluzzEPMAOGALUE
AXMGTTRITENBMSUwIwY JK0ZIhvcNAQkBFhZgdXNDawduZmvycm] AbnRpZ28uy29t
MIIBIjANBgkghkiGIwOBAQEFAAOCAQEAMIIBCgKCAQEATUVXT aF44xtBRQG1T1Ch
evmefoHyQLBKtﬂGX?AuwleNp+3Slcu1YZTHgMSJU//W/SFqnGPhEDmkahB/F
gytdKbdeC7t8wdoNx4TtdIz0+7 chBBqvoN7DYL545,/0Ir TLpaHnbBIPhxsFEREWU
hwliXl4S$TW4OX49EfPJdGShORMAESQWkS?Jddx440ALrjLcEIBZRV4Mb8EV9038
JIyulpwHgfuRVMCN3X/yzHI1EP7DGQ17nrFjam&ohml0IxHi zazqrdgfqHGO09zgrct
qJoQVLMWBamwFn213DAz5QdIorF11zox7 D2z 1BKTYM7 grlE7mzR12uA0T 1 50wqEL
2WIDAQABMADGC5qGSIb3DQEBDQUAAL IBAQBXKTZ 30R7eRLV+Q5U2a41Nj61 /UkW9
10Hhu9YtM0p1'tjcueD4q3cu56iGJNyru4of?q¢zusu+ijxwhhzqcb0+eF+LMEc
NnF/126pTxQNh30mglKRLQEEpPZ 5SDedSbrRTE,/ TEOSZm,/ChoyY7boizp/B8+AY4Id
/AUBIBULTN2tRL4dONCbECCtS37YRARZTIFE5es9g] fTKVA4mMBYJE 5p9bgDzHCdO
X1iuv3TiELP307Y7NNLTOONVRr bzS9YHHMMIORP4 j7SPasxveyFTz93Lugn8kkTw
0dzroxCmGuMvPD1 1q1Z 20RZVDNWI+AZ VKT / TH++EQUBSpTy5aP7ZzpEfN

————— END CERTIFICATE-----

Get the certificate of your CA in a *.cer or *.pem format which should be as shown above. Optionally this file may include an
intermediate certificate, which would be different from the above root Certificate, in the same file. On the ENVIROMUX Web
Interface menu Under “Administration” select “Network”. In X509 certificates, click “Choose File”, select this CA certificate file,
and click "Upload CA certificate".



I1l.  Creating a Client Certificate for ENVIROMUX Series Products

The procedure for creating a client certificate is similar to that for creating the web server certificate.

1. Creating a user key

The following instructions create a private key for a user named your_name@example.com. When prompted for the pass phrase,
enter a password that you can remember.

% cd Zusr/local/ssl/ntiCA

% openssl genrsa -des3 -out ./user/keys/your_name@example.com.key 2048
Generating RSA private key, 2038 bit long modulus

I

_____ +++++

e is 65537 (0x10001)

Enter pass phrase for ./user/keys/your_name@example.com.key:

Verifying - Enter pass phrase for ./user/keys/your_name@example.com.key:

NOTE: When entering the password, the characters will not be displayed and there will not be an indication of what you
typed in. An error message will be printed if you do not type the same password in both prompts.

2. Create the user certificate request

1. The following command creates a certificate request for a user with email address: your_name@example.com and common
name your_name. When prompted for the pass phrase for the keys in file ./user/keys/your_name@example.com.key, enter the
pass phrase that you used to create the user key (e.g. “password”).

% openssl req -sha512 -new -key ./user/keys/your_name@example.com.key -out
-/user/requests/your_name@example.com.csr

Enter pass phrase for ./user/keys/your_name@example.com.key:

You are about to be asked to enter information that will be incorporated into your certificate request.
What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank
For some fields there will be a default value,

If you enter "', the field will be left blank.

Country Name (2 letter code) [US]:US
State or Province Name (full name) [OH]:OH
Locality Name (eg, city) []: Aurora
Organization Name (eg, company) [NTI]:NTI
Organizational Unit Name (eg, section) []:Engineering
Common Name (eg, YOUR name) []:your_name
Email Address [ca@ntigo.com]:your_name@example.com

Please enter the following “extra® attributes
to be sent with your certificate request

A challenge password []:

An optional company name []:

2. Sign the user certificate request and create the certificate

% openssl ca -in ./user/requests/your_name@example.com.csr -cert ./CA/ntiCA.crt -keyfile
./CA/ntiCA_key -out ./user/certificates/your_name@example.com.crt



Make sure the following line is in your openssl.cnf:
unique_subject = "yes"
If it is not, you should add it on a separate line using any text editor.
3. Check that the request matches the signature
Using configuration from /usr/local/openssl/openssl.cnf
Check that the request matches the signature

Signature ok
The Subject®"s Distinguished Name is as follows

countryName SPRINTABLE: "US*
stateOrProvinceName :PRINTABLE:"OH"

local ityName PRINTABLE: "Aurora*
organizationName :PRINTABLE: *NTI*
organizationalUnitName:PRINTABLE: "Engineering”
commonName PRINTABLE: "your_name*
emailAddress 1A5STRING: "your_name@example.com®

Certificate is to be certified until Dec 7 14:52:08 2038 GMT (7305 days)
Sign the certificate? [y/n]:y

1 out of 1 certificate requests certified, commit? [y/nly
Write out database with 1 new entries

Data Base Updated

If you receive an error message like the one below, you still should not have issues with signing the certificate. The index.txt.attr
file will be generated.

Can"t open /usr/local/ssl/ntiCA/index.txt.attr for reading, No such file or directory

3079379152:error:02001002:system library:fopen:No such file or
directory:crypto/bio/bss_file.c:74:fopen("/usr/local/ssl/ntiCA/index.txt_attr®,"r")

3079379152:error:2006D080:B10 routines:BIO_new_file:no such
file:crypto/bio/bss_file.c:81:

4. Verifying the user certificate contents
To verify the user certificate contents, you can use the following command:

% openssl x509 -in _/user/certificates/your_name@example.com.crt -text

IV. Creating and Importing a Client Certificate for ENVIROMUX Series Products

Web browsers like Firefox and IE can't use the certificates in the PEM format that is generated by OpenSSL . Consequently, we'll
need to export the user certificate to file formats that can be imported by web browsers.

1. Generating the client certificate in PKCS#12 format

Firefox and Windows support the PKCS#12 certificate format. Use the following command to convert the user certificate to this
format.

NOTE: During the conversion process, you'll be asked for an export password. Enter anything you can remember, but
don't let it be empty because the file will contain your private key.

10



% openssl pkcsl2 -export -clcerts -in _/user/certificates/your_name@example.com.crt -inkey
./user/keys/your_name@example.com.key -out ./user/certificates/your_name@example.com.pl2

Enter pass phrase for ./user/keys/your_name@example.com.key:
Enter Export Password:
Verifying - Enter Export Password:

Copy the your_name@example.com.pl2 file in the /usr/local/ssl/ntiCA/user/certificates directory to a location where you can
access it from your web browser via the file system.

How to Import a Client Certificate on Windows

The browsers must be able to access the client certificate created. The following are directions for using the newly
created client certificate.

. Open “Internet Options” in Control Panel

. Navigate to the “Content” tab.

. Select the “Certificates” button.

. Go to the “Personal” tab

. Press “Import”

. Follow the wizard instructions to select the certificate file

. Enter the password you used to protect your certificate and private key
. Import the client certificate into the Personal store.

9. Enter the password you used to protect your certificate and private key

10. Click the imported certificate and then on the View button in the Certificate intended purposes group box. Click the
Details tab and then the Edit Properties button. Make sure that the Client Authentication option is checked.

00 N O O WN P

Next time you try to access the ENVIROMUX Web Interface, you will be prompted to use the client certificate.
NOTE: You will also have to import the CA that was used to sign this client certificate.

How to Import a Client Certificate on Mozilla Firefox

The Mozilla Firefox browser does not use Window’s stores to use and trust certificates. The following are directions for
trusting the newly created client certificate.

1. Open the Mozilla Firefox browser.

2. Type “about:preferences#privacy” in the URL field of the browser.

3. Under “Security” in the “Certificates” section, press the “View Certificates” button.
4. Navigate to the “Your Certificates” tab.

5. Select “Import”.

6. Make sure you are looking for the correct file type (in the dropdown next to the file name field, the file type should
display something that accepts (*.p12) files.

7. Find your client certificate and press “Open”
8. Enter the password you used earlier to generate it and click “OK”.
9. Restart the Firefox browser.

Next time you access the ENVIROMUX Web Interface, you will be prompted to use the client certificate.

NOTE: You will also have to import the CA that was used to sign this client certificate.
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V. Configuring an ENVIROMUX Device to Require Client Certificate

On the ENVIROMUX Web Interface menu Under “Administration” select “Security”.
In X509 certificates select the file ntiCA.crt and press button "Upload CA certificate".
Select “certificate + login” in the "Mode" field under “User Authentication” to enable the device to ask for a client certificate.

Use https communication.

Note: Before disabling http be sure to verify https client authentication works properly.

|~ Server Settings

Enable Telnet
Enable SSH

Enable HTTP Access
HTTP Port

HTTPS Port

Web Timeout

]
Enable access to this device via telnet

you verify https client authentication
Enw works properly

Enable access to this device via standard (non-secure) HTTP requests. HTTPS is always
enabled.

Don’t remove this checkmark until

80
Port for standard HTTP requests

443
Port for HTTPS requests

20
Minutes after which idle web users will be logged out (0 disables idle logout)

Server settings section of Network configuration from ENVIROMUX web interface
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